
Mobile App Security Deprecation 
Guide 
The Mobile App Security risk vector has been deprecated and is no longer supported across the 
Bitsight platform. All corresponding references have been removed from the user interface, 
meaning no action is required for standard UI tasks. This change is generally non-breaking, as 
affected endpoints will omit the risk vector from results rather than raising system errors. Backend 
updates have been applied to handle existing reports and alerts automatically. Please note that the 
mobile_application_security slug is no longer valid, and historical results queried with this 
filter are no longer accessible. 

The following tables detail the specific breaking change to the defaults endpoint and provide 
examples of non-breaking changes to consider, where the risk vector is simply omitted from 
responses. 

Breaking Change (action may be required) 
Endpoint Response Impact 

GET 
customer-api/v1/defaults/ 

details_by_name key: "Mobile 
App Security" → removed 

BREAKING 

Other Affected Endpoints 
Endpoint Response 

GET 
customer-api/v1/companies/{guid}/fi
ndings?risk_vector=mobile_applicati
on_security 

No matching findings 

GET 
customer-api/ratings/v1/portfolio/f
ilters/risk-vectors/?folder={guid} 

No entry for 
mobile_application_security 
{ 

  "risk_vectors": { 

    
"xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx": 
{ 

      "server_software": "A", 

      "dkim": "B", 

      … 

    }, 

… 
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Endpoint Response 

} 

GET 
/customer-api/v1/companies/{guid}/d
iligence/statistics 

No entry for mobile_application_security 
{ 

  "risk_vectors": { 

    "desktop_software": { 

      "unknown": 0, 

      "bad": 23, 

      "warn": 127, 

      "neutral": 0, 

      "fair": 12, 

      "good": 95 

    }, 

… 

} 

 

GET 

/customer-api/v1/companies/{guid}/o
bservations/statistics 

No entry for mobile_application_security 
 
{ 
  "risk_vectors": { 
    "botnet_infections": { 
      "count": 25, 
      "count_period": "year", 
      "average_duration_days": 1.3 
    }, 
    "spam_propagation": { 
      "count": 31, 
      "count_period": "year", 
      "average_duration_days": 1.8 
    }, 
    ... 
  } 
} 
 
 

 

GET  

/customer-api/v1/companies/{guid}?f
ield=rating_details 

 
There is no mobile_application_security 
entry under rating_details. 
{ 
  "guid": 
"xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx", 
... 
  "rating_details": { 
    "botnet_infections": { 
      "name": "Botnet Infections", 
      "rating": 690, 
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Endpoint Response 

      "grade": "C", 
      "percentile": 50, 
      "grade_color": "#DDA92A", 
      "category": "Compromised Systems", 
      "category_order": 0, 
      "beta": false, 
      "order": 0, 
      "display_url": 
"https://example.com/app/spm/company/xxx
xxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx/findin
gs/?impacts_risk_vector_grade=true&risk_
vector=botnet_infections" 
    }, 
... 
} 
 
 

GET 

/customer-api/v1/companies/{guid}/p
eer-analytics/ratings-distribution 

No risk_buckets.risk_type or 
risk_percentiles.risk_type entry for 
mobile_application_security. 
 
{ 

  "company_guid": 
"xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx", 

  "peer_group": { "industry_slugs": 
["technology"], "employee_count_gte": 0, 
"employee_count_lte": 0 }, 

  "peer_count": 136856, 

... 

  "risk_buckets": [    { 

      "count": 128878, 

      "percent": 94.2, 

      "grade": "A", 

      "risk_type": "patching_cadence" 

    }, 

... ], 

  "risk_percentiles": [ 

   { 

      "percentile": 10, 

      "grade_percentile": 100, 

      "grade": "A", 

      "risk_type": "patching_cadence" 

    }, 

...] 

} 
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Endpoint Response 

 
 

GET  

/customer-api/v1/underwriting-guide
lines/defaults 

No entry for mobile_application_security 
{ 

  "guid": 
"xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx", 

  "risk_vectors": [ 

    { 

      "risk_vector_slug": 
"botnet_infections", 

      "risk_vector_category": 
"Compromised Systems", 

      "minimum_grade": "A", 

      "is_active": true 

    }, 

… 

  ] 

} 

 

PATCH 
/customer-api/v1/underwriting-guide
lines/defaults/{guideline_guid} 
 
Example Body: 
{ 
  "risk_vectors": [ 
    { 
      "is_active": true, 
      "minimum_grade": "B", 
      "risk_vector_slug": 
"mobile_application_security" 
    } 
  ] 
} 

 

We no longer support the 
mobile_application_security as a 
risk_vector_slug value (see example body).​
​
400 Bad Request: 
{ 

  "detail": "Risk vector 
'mobile_application_security' does not 
exist" 

} 
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